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SurfWatch Software, Inc.
SURFWATCH LICENSE AGREEMENT

YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND CONDITIONS BEFORE OPENING

THE MEDIA PACKAGE. OPENING THE SEALED MEDIA PACKAGE INDICATES YOUR ACCEPTANCE

OF THESE TERMS AND CONDITIONS. IF YOU DO NOT AGREE WITH THEM, YOU SHOULD
PROMPTLY RETURN THE PACKAGE TO THE PLACE OF PURCHASE UNOPENED AND YOUR
MONEY WILL BE REFUNDED.

1. ACCEPTANCE OF LICENSE TERMS. You agree that by opening the package YWelCH MAY BE OFFENSIVE OR OBJECTIONABLE ACCORDING TO THE
accompanies this SurfWatch Software, Inc. ("SurfWatch") License Agreement (S3WBJECTIVE STANDARDS OF SURFWATCH. AS A RESULT CERTAIN SITES
cense") and that contains one copy of the enclosed software product, data, and subsdviporBECOME UNAVAILABLE TO YOU EVEN THOUGH YOU MAY NOT
files ("Program™) and the other components of the product, you indicate your accepfah€M THE CONTENTS OF THOSE SITES EITHER OFFENSIVE OR OBJECTION-
of the following terms and conditions. You further agree that if you do not agree withABYE. SIMILARLY, SURFWATCH CANNOT AND DOES NOT GUARANTEE

of the following terms and conditions, you shall promptly return the package and H&T THE PROGRAM WILL BLOCK ACCESS TO ALL SITES WHICH YOU OR
contents to the place you obtained them for a full refund. However, no refund will be g8 OTHER PARTICULAR PERSON MAY DEEM OFFENSIVE OR OBJECTION-
if the sealed envelope containing the Program media has been opened or if any ABite.

components of the product are missing.

6. LIMITATION OF REMEDIES. SurfWatch's entire liability and your exclusive
2. GRANT OF LICENSE. This License permits you to use one copy of the Prograrresredy for breach of any express or implied warranty shall be, at SurfWatch's option,
any single computer, provided that the Program is in use on only one computer at anyefitiney. (a) replacement of the Program or media that does not conform to SurfWatch's
If you have multiple Licenses for the Program, then at any time you may have as igmijed Warranty and which is returned to SurfWatch with a copy of your receipt prior
copies of the Program in use as you have Licenses. The Program is "in use" on a corepesgiration of the applicable warranty period, or (b) a refund of your purchase price for
when it is loaded into the temporary memory (i.e. RAM) or installed into the permarieatProgram upon return of the Program and all other components of the product with a
memory (e.g. hard disk, CD-ROM, or other storage device) of that computer, excepttmtof your receipt prior to expiration of the applicable warranty period and certification
a copy installed on a network server for the sole purpose of distribution to other compiii@tryou have erased all other copies of the Program in your control or possession. This
is not "in use". Except as permitted in Section 4 below, this License does not permitiroiied Warranty does not apply to any defects in the magnetic media or failure in
to distribute all or any portion of the Program either separately or as incorporated intp@rigrmance of the Program caused in whole or in part by: any defect in any portion of
other product. If the anticipated number of users of the Program will exceed the nuatbehardware, equipment, operating system or operating environment on or with which
of applicable Licenses, then you must have a reasonable mechanism or process ithgldéeogram is used, or any failure of same to operate in accordance with applicable
to assure that the number of persons using the Program concurrently does not exceearthéacturer's specifications; use of the Program in conjunction with any software
number of Licenses. program, hardware, firmware, peripheral or communication device other than as speci-
fied in the documentation for the Program; or any accident, abuse or misapplication of the
3. COPYRIGHT. The Program and associated documentation contain proprietaeglia or Program. Any replacement Program will be warranted for the remainder of the
copyrighted matter owned by SurfWatch or its licensors and is protected by Uritéginal warranty period or thirty (30) days, whichever is longer.
States copyright laws and international treaty provisions. Therefore, you must treat
the Program like any other copyrighted material (e.g. a book or musical recordingyMITATION OF LIABILITY.
except that you may either (a) make one copy of the Program solely for backup or
archival purposes, or (b) transfer the Program to a single hard disk provided you &etFWATCH OR ITS SUPPLIERS WILL NOT UNDER ANY CIRCUMSTANCES
the original solely for backup or archival purposes. You may not copy the writiin LIABLE FOR ANY DAMAGES WHATSOEVER, INCLUDING ANY LOST
materials accompanying the Program. You must reproduce and include all copyRB@FITS, LOST SAVINGS, OR ANY SPECIAL, INDIRECT, INCIDENTAL, CON-
notices and other proprietary legends contained in the Program on any copy. SEQUENTIAL OR EXEMPLARY DAMAGES RESULTING FROM THE USE OR
LOSS OF USE OF THE PROGRAM, DUE TO ANY CAUSE, EVEN IF SURFWATCH
4. OTHER RESTRICTIONS. This License is your proof of license to exercise 8S BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN ANY
rights granted herein and must be retained by you. You may not rent or leas&WNT, SURFWATCH'S TOTAL LIABILITY TO YOU FOR ALL DAMAGES
Program, but you may transfer your rights under this License on a permanent BA$#THER BASED ON CONTRACT, TORT OR OTHER THEORIES) WILL BE
provided you transfer this License, the Program, and all accompanying writBdITED TO THE AMOUNT YOU ACTUALLY PAID FOR THE PROGRAM.
materials and retain no copies, and the recipient agrees to the terms of this AgreeS@Mfz STATES AND JURISDICTIONS DO NOT ALLOW THE LIMITATION OR
You may not reverse engineer, decompile, or disassemble the Program, any a&€l-USION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAM-
ated data or subscription files. Any transfer of the Program must include the rA6#tS SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY TO
recent update and all prior versiofigle to the Program and all subsequent copies ¥OU.
the Program regardless of the form or media in or on which the original and other copies
may subsequently exist, is retained by SurfWatch. 8. GOVERNING LAW. This Agreement governed by the laws of the State of California,
as applied to contracts entered into and performed within California.
5. LIMITED WARRANTY AND DISCLAIMER OF WARRANTY. SurfWatch war-
rants that for a period of ninety (90) days from the date of delivery to you as evidencéd byS. GOVERNMENT RESTRICTED RIGHTS LEGEND. The Program and docu-
a copy of your receipt: (a) the media on which the Program is furnished will be free fieentation are provided to the Government with RESTRICTED RIGHTS as defined at 48
defects in materials and workmanship under normal use; and (b) the Program will pefrkh 27.401 or at DFARS 252.227-7013(a), as appropriate to the procuring agency.
substantially in accordance with its accompanying documentation when operated iNehgithstanding any other lease or license agreement that may pertain to, or accompany
computing environment specified by Surfwatch. Any implied warranties on the Progtia@delivery of, this computer software, use, duplication, reproduction or disclosure of this
and media are limited to ninety (90) days. computer software is subject to restrictions as set forth (A) in subparagraph (c)(1)(ii) of
the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013,
EXCEPT FOR THE EXPRESS WARRANTIES STATED IN THIS AGREEMENTWwhen procured or used by agencies of the U.S. Department of Defense, and (B) in
SURFWATCH MAKES NO ADDITIONAL WARRANTIES, WHETHER EXPRESS, subparagraphs (c)(1) and (c)(2) of the Commercial Computer Software--Restricted
IMPLIED OR STATUTORY, AS TO ANY MATTER WHATSOEVER. IN PARTICU- Rights clause at FAR 52.227-19, when procured or used by civilian agencies of the U.S.
LAR, ANY AND ALL WARRANTIES OF MERCHANTABILITY AND/OR FIT- Government. Contractor/manufacturer: SurfWatch Software, Inc., 105 Fremont Ave.,
NESS FOR A PARTICULAR PURPOSE ARE EXPRESSLY EXCLUDED ANCBuite F, Los Altos, CA 94022.
DISCLAIMED, AND SURFWATCH DOES NOT WARRANT THAT THE OPERA-
TION OF THE PROGRAM WILL BE UNINTERRUPTED OR ERROR-FREE, ORShould you have any questions concerning this Agreement, or if you desire to contact
THAT ANY DEFECTS IN THE PROGRAM WILL BE CORRECTED. THIS WAR- SurfWatch Software for any reason, please cotatVatch Software, Inc., 105 Fremont
RANTY GIVES YOU SPECIFIC LEGAL RIGHTS AND YOU MAY ALSO HAVE Ave,, Suite F, Los Altos, CA 94022.
OTHER RIGHTS WHICH MAY VARY BY STATE OR JURISDICTION.

BY USING THE PROGRAM YOU ACKNOWLEDGE THAT ITS PRIMARY PUR-
POSE IS TO BLOCK ACCESS TO CERTAIN INTERNET SITES, BASED ON THE
POSSIBILITY THAT THOSE SITES CONTAIN MATERIAL ™
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QUICK START INSTALLATION

What You Need
To use SurfWatch you the need the following:
» 386 PC or later, 4AMB RAM, Hard Drive, 3.5" floppy drive

e Windows 3.1 running enhanced mode Internet Software (Web Browser, FTP,
Net News) using WinSock

» Direct access to the Internet via modem (SLIP/PPP), ISDN, or high speed link

* The SurfWatch disk and Proof of Purchase Certificate with your SurfWatch
Serial Number

You also need to know how to use your mouse and move around in Win-
dows. Be sure you know how to connect your computer to the Internet. You
will need to connect to the Internet during the SurfWatch Setup process.

IMPORTANT NOTE:

If you are installing your Internet software for the first time, be sure you can cont
nect to the Internet and use your browser or other Internet software before you
attempt to install SurfWatch. During the SurfWatch installation process, you wil
be asked to connect to the Internet and it is important that your Internet connection
works independently of the SurfWatch software.

Quick Start Instructions

1. Start Windows and connect to the Internet using your dialer application if
you are connected over a phone line. If you have a connection through a
local network, then you may be connected automatically.

2. Insert the SurfWatch master disk into your floppy drive (usually called Drive
A or B).

3. Choose File | Run from the Program Manager menu (the main windows
menu).

4. Inthe dialog box that appears, tgosetup (or b:setup). Presgnter or
click OK to start the setup program.

5. Follow the instructions on the screen. Please note that you must create your
own password. Your SurfWatch Serial Number will be found on your Proof
of Purchase Certificate. During the setup process, SurfWatch will install the
most up-to-date site database on your machine. You will also have an oppor-
tunity to subscribe to the SurfWatch Maintenance Plan which provides
monthly updates to that database. To subscribe, clickuibscribebutton
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and follow the instructions on the screen. You will be asked to enter the
SurfWatch Serial Number from your Proof of Purchase Certificate. (If you
purchased SurfWatch under the Educational Plan, or have already paid for
your subscription, be sure to cliSkibscribe Fill out all the information but
leave the credit card numbaank.)

When Setup is complete, SurfWatch will be installed and running on your
machine.

6. Store the SurfWatch disk in a safe place along with your personal password
and SurfWatch Serial Number. In fact, you may want to store your personal
password and Serial Number in several safe places in case you forget. This
is important because you do not want someone else using your password to
change the status of SurfWatch without your knowledge.

IMPORTANT NOTE:

After installation, do not tamper with any SurfWatch files. Removing, copying, of
moving any SurfWatch files may corrupt your computer system and cause prob
lems with other applications.

INTRODUCING SURFWATCH

Currently there are more than 250 Internet newsgroups that contain sexually explicit
material. Hundreds of sites on the World Wide Web contain pictures and written mate-
rial depicting sexual situations. And the growth of the Internet is explosive! There has
been no way to shield anyone from receiving this material,

until now . . .

What Is SurfWatch

SurfWatch is a breakthrough software product that helps you deal with the flood of
sexually explicit material on the Internet. By helping you to be responsible for blocking
what is being received at any individual computer, children and others using your com-
puter have less chance of accidentally or deliberately being exposed to unwanted mate-
rial. And since there is a password protected on/off switch, you have the ability to allow
or prevent access.

SurfWatch is a major advance in providing a technical solution to the difficult issues
created by the explosion of technology. SurfWatch strives to preserve Internet freedom
by allowing individuals to choose what they see.
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Parents and Educators

Are your children on the Internet? If so, they have ready access to sexually explicit
material. Many parents are truly concerned about the kinds of experiences their children
will have online. SurfWatch was designed with the aid of caring educators and parents
to help protect children from viewing inappropriate material.

Employers

Do you provide Internet access to your employees? Have you considered your potential
liability as an employer when employees view or download sexually explicit material in
the workplace? SurfWatch allows you to provide access to the Internet while reducing
the risk of employees accessing sexually explicit material.

Automatic Updates

SurfWatch comes ready to block hundreds of sites containing material we would not
want our children to see. However, new sites appear on the Internet daily. We offer a
Maintenance Plan that periodically updates our list of inappropriate sites. For more
information about subscribing to the Maintenance Plan, see the section entitled
SurfWatch Maintenance Plan.

Site List

Our site list is based on our own subjective standards. As a result, we may have blocked
sites that a particular user may want available; we also may have made sites available
that a particular user would have wanted blocked. Please contact us if you have ques-
tions about our policy or are interested in custom site lists.

INSTALLING SURFWATCH

IMPORTANT NOTE:

If you are installing your Internet software for the first time, be sure you can cont
nect to the Internet before you attempt to install SurfWatch. During the SurfWatch
installation process, you will be asked to connect to the Internet and it is important
that your Internet connection works independently of the SurfWatch software.

System Requirements
You need the following to run SurfWatch:

e 386 PC or later, 4MB RAM, Hard Drive, 3.5" floppy drive

* Windows 3.1 running enhanced mode

* Internet Software (Web Browser, FTP, Net News) using WinSock

» Direct access to the Internet via modem (SLIP/PPP), ISDN, or high speed link
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* The SurfWatch disk along with the Proof of Purchase Certificate and your
SurfWatch Serial Number

You also need to know how to use your mouse and move around in Win-
dows. Be sure you know how to connect your computer to the Internet. You
will need to connect to the Internet during the SurfWatch Setup process.

First Time Installation of SurfWatch

1. Start Windows and connect to the Internet using your dialer application if

you are connected over a phone line. If you have a connection through a
local network, then you may be connected automatically.

Insert the SurfWatch master disk into your floppy drive (usually called Drive
A or B).

Choose File | Run from the Program Manager menu (the main windows
menu).

In the dialog box that appears, tygsetup (or b:setup). Presgnter or
click OK to start the setup program.

2. You will see a screen that says:
Initializing Setup . . . .
Read the Welcome Screen and Cdntinue to proceed

= surfwatch Setup

suai:owmcnh

Welcome to Surfw atch{tm] Setup. Setup will
personalize and install a version of SurPw atch on
thiz computer. Following installation, it will allow you
to subscribe to the Surfw atch Maintenance plan.

Surfwatch Setup will also allow you to remove a
version of SurPw atch that was previously installed.
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3. Read the agreement on your screen. (It is also shown below.) This agree-
ment contains important information about the terms and conditions regard-
ing your use of SurfWatch. Cligkcceptif you agree and installation will
continue.

= SurfWatch Setup I

You ghould carefully read the zoftware license agreement on the dizkette envelope
before installing SurfwWatch. Clicking the Accept button below indicates your
acceptance of the termz and conditions contained therein. If you do not agree with
the terms and conditions, you should chck Decline below.

Except for the express warmranties stated in the zoftware license agreement, SurPw atch
makes no additional warranties, whether express, implied. or statutory. as to any
matter whatsoever. In particular, anp and all warranties of merchantabilitpy andfor
fitness for a particular purpose are expressly excluded and dizclaimed, and Surf@fatch
does not wamrant that the operation of the program will be uminterrupted or emor-free,
or that any defects in the program will be comected. Thiz wamanty gives you

specific legal nghts and you may also have other rights which may vary by state

or jurnisdiction.

By uzing the program you acknowledge that itz primary purpoze iz to block access
to certain Internet sites, based on the possibility that thoze sites contain matenal
which may be offensive or objectionable according to the subjechive standards of
Surfwatch. Az a result certain sites may become unavailable to you even though
pou may not deem the contentz of thoze sites either offensive or objectionable.
Similarly, Surfwfatch cannot and does not guarantee that the program will block
acceszs to all zites which you or any other particular person may deem offensive or
objectionable.

Decline g

If you click Decling the installation will be stopped and SurfWatch will not
be installed.

= SurfWatch Setup

sunt@wmc&

Surfwatch Setup has been stopped. Your system has
not been changed.

Surfeatch was MOT Installed!
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5. Type in your name, school name or company nhame andickT his
name may not be longer than 20 characters.

= SurfWatch Setup

suarcwm*cn,.

Please enter your name of company name.

[ ok ] | Ea |

If you click Exit, the SurfWatch installation process will be stopped.

6. Type in your password and cli€K. This is a password that you create.
Your password may not be longer than 20 characters. Any characters on the
keyboard are acceptable. Be sure to remember exactly how you type your
password. Pay attention to upper and lower case letters, since case is signifi-
cant in your password. Make sure that the password you choose is easy to
remember, but not easy to figure out. Poor passwords are names, dates, or
places. An example of a good password is a combination of letters and
characters such as “2BORNOT2B.”

= Surf¥atch Password

sunFQWATCH.

Please choose your personal Surfwfatch
password. You will need this password to turn
Surfwatch off, or to remove Surfw atch from
your computer.

| |
DK | Exit |

If you click Exit, the SurfWatch installation process will be stopped.

7. Type in your password again and cli@K. You must type in the password
exactly as you did the first time.

= Surfwatch Password

sunfcwm'cnn

Pleasze verify your personal Surfwatch password.
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If you make a mistake, you will see the following:

= SurfWatch Setup

sunr@wmcuh

The password you typed to verify did not match
your oniginal password. Please click OF to
re-enter it, or Exit to cancel Surfwatch Setup.

] [ Em |

Click OK to re-enter your password, xit to leave the installation process.
As SurfWatch is being installed, you will see the following:

B diskt
Source File:

B:\130.5WF

Destination File:

C:ASWA130.5%F

[ ] 6%

8. When SurfWatch says it has been installed, @ikk You will then auto-
matically proceed to the next stage of the setup process.

= SurfWatch Setup

sumcwm'cnn

Surfwatch has been successfully
installed on your computer.

Once you clickOK, SurfWatch will be installed and turned on. This
means it is running and will block inappropriate material anytime you are
using the Internet.

9. Your SurfWatch site database will now be updated to make sure you begin
using SurfWatch with the most up-to-date list of blocked sites. Read the
agreement on your screen (also shown below). Bbcleptif you agree to
the terms, and the process will continue. If you dekling the update
process will be terminated. This message will then continue to appear each
time you restart Windows until you accept the update or remove SurfWatch
from your machine.
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= SurfWatch Updater

SURFOWATCH..

Az a Surfwatch Licensee. you are now entitled to one free update to the
Surfw atch site database. This will happen automatically when you click
Accept below.

By clicking the Accept button, you agree that you have read and
underztood the Surfwatch Software Licenze and agree to the terms therein.
Any other uze of thiz application or related data iz unauthorized and
exprezzly prohibited.

By clicking Accept, thiz application will automaticallp update the Surf atch
zite databasze to include the most cumrent information.

Click Decline if you do not want to accept thiz agreement, or do not want
to upgrade at thiz time.

If you click Decline, thiz mezzage will appear again when you restart your
computer.

Accept | Decline |

10. During this installation process, you will be given a chance to subscribe to
the SurfWatch Maintenance Plan which will provide you with periodic
updates to the site database. Qlicktinue to proceed.

.........

= SurfWatch Updater

sunfowm'c&

To receive additional updates to the databaze. pou
muzt subzscribe to the SuriPWatch Maintenance plan.
You will be gqiven a chance to subscnbe dunng this
free update process.

11. Type in your name, organization name, and SurfWatch Serial Number. The
SurfWatch Serial Number can be found on your Proof of Purchase Certifi-
cate located in the license envelope. Be sure to type in the number EX-
ACTLY as it appears on the card. Pay attention to upper and lower case.
Click OK when you have completed the form.



Users Guide—Windows Version 1.0

= SurfWatch Updater

SURFOWA‘I‘CHM

Fleaze regizter: Your zenal number is on your
Proof of Purchase Certificate.

Hame I Taly Sandbomn

Organization I Company Hame

Serial # |15w99999999

e

If you click Quit you will stop the update process. You will be given a
chance to update again when you restart Windows.

If you type in an incorrect serial number, SurfWatch will not be able to
complete the update process. You will see the following:

= surfWatch Updater

sunfcwm*cnm

Your copy of SurfwWatch was not updated with the
most recent filters because the senal number pou

entered iz invalid.
Pleaze find the correct senal number on your Proof
of Purchase Certificate in order to update pour
copy of Surfw atch

Click Exit and you will return to Windows.

If you typed the incorrect serial number, or Quit the registration process, you
will still want to update your SurfWatch database. In order to do so, you
must restart Windows.

12. After you enter the correct Serial Number, SurfWatch will automatically
download the new site database. ¥aust be connected to the Internet for
this to happen. If you are not connected, you must complete your procedure
necessary for you to connect to the Internet. After connecting to the Internet,
you must return to the SurfWatch Updater screen. If you are unable to locate

10



SURF:WATCHW

the SurfWatch Updater screen, hold downGA&L key and press tHeSC
key. When you see the task list, selec&udgWatch Updater and press
theEnter key. Then, clickConnected.

SurfWatch Updater

sunfcwmc&

In order for Surfwatch to update your zite
databasze. pyou need to be connected to the
Internet.  Please connect your computer to the
Internet now. and then chck the Connected
button.

If you are unable to connect at this time, or you ciit, the update process
will be stopped. You will be given another opportunity to receive your free
update the next time you restart Windows. This will continue each time you
restart Windows until you have used your free update or removed SurfWatch
from your machine. If you have difficulties in this area, please see the Fre-
guently Asked Questions section on page 20.

Once you clickConnected SurfWatch will automatically update your site
database. You will see the following on your screen.

= SurfWatch Update

SURFOWATCH,,

Surfwatch 1z updating your site data.

Retneving site data hles

0z 100=

13. You will be shown a date when the current filters will be out of date. If you
subscribe to the SurfWatch Maintenance Plan, you will automatically be
reminded on this date to update your database.

11
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Now is your chance to subscribe to the SurfWatch Maintenance Plan online
or by calling us at 1-800-458-6600. CliSkbscribeto subscribe now.

If you purchased under the Educational Plan, or have already paid for|your
subscription, be sure to cli@ubscribe Fill out all the information but
leave the credit card numbdaank.

If you click Continue youwill receive two free upgrades to the most recent
list of blocked sites. Yowill not receive any additional monthly updates. If
you wish to subscribe to the SurfWatch Maintenance Plan after you have
installed SurfWatch, you may do so at any time by calling 1-800-458-6600.

14. Your name and organization will be completed for you from the information
you entered earlier. Please complete the rest of the form with your own
personal information. Your credit card and order form will be encrypted and
securely transmitted to us over the Internet.

= Surf¥atch Updater

suntowm*cnh

Mame: i Taly Sandbomn

DOrganization: il:nmpany Hame
Phene: |415-948-9500
Faw |415-948-9577

E-Mail: italy@company.cum
Credit Card # 34444 444 444 4444

Mame on Card: iTaI}l Sandbnld Expires:

;-Bill me:
. C HMonthly [$5.95/Mo)
| ® Yearly [$60/y1)

K i | Cancel E

=)

Click OK to continue. The message below indicates that your information has
been transmitted to SurfWatch and your subscription will be processed. If
you see a message that indicates the SurfWatch Subscription Service is tem-
porarily unavailable, restart Windows to begin the update process again.

12
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m Surf¥atch Updater

sunfcwm'cuh

Your Surf@atch Maintenance subscription has
been proceszed. We thank you for pour
business

You will see the following message that indicates that the latest site database
has been installed and you need to restart Windows. If you click continue, the

new SurfWatch database will not be in effect until the next time you restart
Windows.

-#- SurfWatch Updater

SURFQWATCHm

In order for the new site databasze to be in
effect. you must restart Windows now.

| LContinue §

9. Store the SurfWatch disk in a safe place along with your personal password
and SurfWatch Serial Number. In fact, you may want to store your personal
password and Serial Number in several safe places in case you forget. This is
important because you do not want someone else using your password or
Serial Number to change the status of SurfWatch without your knowledge.

SURFWATCH IN OPERATION

SurfWatch runs in the background and monitors the flow of information out of the
Internet and into your computer. Once SurfWatch is installed, it is automatically
operational and you never need to touch it again unless you want to turn it off or
remove it. If you subscribe to the SurfWatch Maintenance Plan, SurfWatch will
automatically ask you once a month to update your site database. The update
process will not affect SurfWatch in any other way. If you do want to turn
SurfWatch off, please see the secfioming SurfWatch Off and On.

How do | know if SurfWatch is working?

SurfWatch works with many different applications on the Internet. There are sev-
eral ways that SurfWatch will inform you that a site has been blocked. Often, you
will see a “Blocked By SurfWatch” message like the one shown below.

13



Users Guide—Windows Version 1.0

= Surf¥atch

@ Blocked by...
SURF () WATCH

Using SurfWatch with World Wide Web Browsers

When you attempt to use World Wide Web browsers such as NetScape™ or Mo-
saic™ to access World-Wide Web sites that have been blocked, you will normally
see either the above message “Blocked by SurfWatch,” or a blank page which says
“Blocked by SurfWatch.”

Some browsers allow you to access other types of Internet sites such as FTP or
Gopher. FTP or Gopher sites that have been blocked may simply produce a “File
not found” or similar error message from the browser, with no separate indication
that the site was blocked by SurfWatch.

News Readers including WinVN, NEWTNews, and Spry News

Each news reader program operates in its own unique way. SurfWatch will work
with all news readers which use the standard Internet news protocol (NNTP). If
you build a list of new or available news groups with SurfWatch installed, you will
never see the names of groups that SurfWatch has blocked. If you are using a local
news group list that was created before SurfWatch was installed on your computer,
it may contain the names of news groups which SurfWatch would block. In this
case, SurfWatch will still prevent access to the contents of the newsgroups from the

News server. The blocked groups may be reported as empty or no longer existing
on the news server.

IRC “Chat” applications

The Chat channels are one of the most difficult things for SurfWatch to monitor.

Any active Chat user may create and name a new Chat channel at any time, and
inconsiderate users may interject themselves into existing, appropriate channels and
begin sending messages which are inappropriate for that channel. SurfWatch ana-
lyzes the names of the Chat channels and eliminates channels which may deal with
sexually explicit subjects. While this is generally an effective strategy, there may be
some chat channels which are not blocked because they have been named in a way
not recognized by SurfWatch.
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When you request a list of Chat channels, SurfWatch will eliminate the names of
blocked channels from that list. If you attempt to join a channel which is blocked,

the channel will be reported as simply nonexistent, or you may get a message such
as WG\ gp ek Srf\Vatch ***** does not exist”.

FTP programs including NetManager FTP

Blocked FTP sites will normally be reported as sites that cannot be reached or files
that cannot be found or accessed.

Gopher including NetManage Gopher
Blocked Gopher sites will normally produce a “Blocked by SurfWatch” message,
but they may also be reported as sites that cannot be reached.

TURNING SURFWATCH OFF AND ON

Turning SurfWatch Off
Sometimes you may want to turn SurfWatch off so that you have access to all sites on
the Internet. If you know the password, this is very simple.
1. You need to locate the SurfWatch icon on your machine. Ifitis not visible,
hold down theCTRL key while you press tHeSC key and you should see
a task list.

B ekt |

Program Manager
GT! Capture

Switch To 3 | End Taszk % | Cancel %

| LCaszcade g | Tile g |&rrange|cuns§

Select SurfWatch from this list and the icon will appear on your screen.

=

Click once on the icon and then select SurfWatch Control. The SurfWatch
control panel (shown below) will appear on your screen. This panel will
show you the registered user of SurfWatch and the current status.
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= Surfwatch

sunrowm*ca

Thig copy of SurPwatch is registered to
Ann

SurPWatchitm] version 1.B4.0

2. Turn SurfWatch off by selecting tkedf button.

You will be asked to type your password as shown below. Remember, you
must type the exact same password you used to install SurfWatch.

Enter your pazsword:
[
| 0K a | Cancel §

4. If you type an incorrect password, you will see the following message, and
SurfWatch will NOT be turned off.

= Surfwaich |

Incorrect Password

5. Ifyou still want to turn SurfWatch off and you know the correct password,
click OK and type the password correctly.

6. When SurfWatch is turned off, you will see that the Off button on the control
panel is selected.

Turning SurfWatch Back On

Once you have turned SurfWatch off, you may want to turn it back on. This simple
process is much like turning SurfWatch off.

1. You need to locate the SurfWatch icon on your machine. If it is not visible,
hold down theCTRL key while your press tHeSC key and you should see
atask list. Select SurfWatch from this list, and you will see the icon on your
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screen. Click once on the icon and then select SurfWatch Control. The
SurfWatch control panel will appear on your screen.

2. Turn SurfWatch on by selecting the On button. No password is necessary to
turn SurfWatch back on.

REMOVING SURFWATCH

If you wish to completely remove SurfWatch from your computeryuost run the
setup program on the SurfWatch master disk.

1. Insert the SurfWatch master disk into your floppy drive (usually called Drive
A or B).

Start Windows and choose File | Run from the Program Manager menu (the
main windows menu).

In the dialog box that appears, tygsetup (or b:setup). Presgnter or
click OK to start the setup program.

2. You will see a screen that says:
Initializing Setup . . .
Read the SurfWatch Setup Screen and Q@ioktinue to proceed

3. SurfWatch knows that it is already installed on your machine and will now
ask you for your password.

= SurfWatch Setup

sumowm*cnh

SurP¥atch Setup has detected a previous
installation on thiz computer.

In order to re-install or remove Surfw atch you must
enter pour personal Surfw atch password below.

You must know the password in order to remove SurfWatch from your
machine. Type in your password exactly as you entered it when you installed
SurfWatch, and clicloK. If you clickExit, the removal process will be
stopped.

4. When you enter your password, you will see the screen shown below. Select
Remae in order to remove SurfWatch from your machine. Then, click
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Continue.

= Surfyatch Setup

sua#@wm'cn,

Do you want to install Surfw atch or remove
a previous installation?

O Install Surfwatch

®

5. You will see the following screen:

ks SurfWatch Setup

suufcwm'm

This selection will completely remove SurPw atch
from your computer.

If you click Continue below, your computer will no
longer be protected by Surfwatch.

To cancel removal and leave Surfwatch protection
in place, click Exit below.

Lm%unlinue é | Exit g

Click Continue if you wish to complete the removal process. If you dixit,
the removal process will be stopped and SurfWatch will still be installed on
your machine. When the removal process is complete, you will see the following.

= Surfatch Setup

suar@wm*cu

Surfw atch haz been successfully
removed from your computer.
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SURFWATCH MAINTENANCE PLAN

The dynamic nature of the Internet is what makes it such an exciting and creative tech-
nological innovation. The fact that it is ever-changing also means that sites containing
inappropriate material are always moving, changing and coming into existence. In
order to have the most up-to-date site list, you must subscribe to the SurfWatch Mainte-
nance Plan. SurfWatch comes ready to block hundreds of sites that contain inappropri-
ate material. However, subscribing will give you a constantly updated list and let
SurfWatch block the maximum possible number of sites that may be inappropriate.

During installation, you received one free update to the site database to ensure that you
started using SurfWatch with the most updated list of blocked sites. You were also
given a chance to subscribe to the SurfWatch Maintenance Plan, which will provide you
with monthly updates that are loaded directly from our server to your machine.

It is easy to subscribe now, even if you did not do so during installation. Please call us
at800-458-660@r email us asubscription@surfwatch.com By subscribing you
will ensure that you have the best protection that SurfWatch can offer.

UPDATING SURFWATCH

In order to ensure that you have the most thorough protection SurfWatch can offer, you
must subscribe to the SurfWatch Maintenance Plan. Once you have subscribed, the
Maintenance Plan will act as an automatic reminder to update your SurfWatch list of
blocked sites. After you have installed SurfWatch and subscribed to the Maintenance
Plan, you will be shown a date after which the filters will be out of date. On that date,
your computer will remind you to update the list of blocked sites.

SurfWatch will automatically update the list for you over the Internet. Once the update
has been completed, the most up-to-date list of blocked sites will be in effect. If you
choose not to update your site database the first time you see the reminder, it will appear
again each time to restart Windows until you have obtained the updated list.
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FREQUENTLY ASKED QUESTIONS

How Do | know if SurfWatch is running?

You need to locate the SurfWatch icon on your machine. If it is not visible, hold
down theCTRL key while your press tHeSC key and you should see a task list.
Select SurfWatch from this list, and you will see the icon on your screen. Click once
on the icon and then select the word SurfWatch The SurfWatch control panel will
appear on your screen. If the On button is selected, SurfWatch is running.

Why is a site blocked that | think does not contain sexually explicit material?

There are several reasons you may find a site that has been blocked that you do not
think should be. First, this site might have previously contained sexually explicit
material which has now been removed. Secondly, this site may contain pointers to
sexually explicit material. Finally this site may contain words that are usually asso-
ciated with sexually explicit material. In any case, if you think we should unblock a
site, please contact us via emasitgs@surfwatch.com

What do | do if | want to go to a site that is blocked?

If you are the person who installed SurfWatch, you always have the option to turn
SurfWatch off. Please refer to thierning SurfWatch Off section in this manual.
When you have turned off SurfWatch, no Internet sites will be blocked.

What do | do if | find a site that is not blocked and | think it should be blocked?

We are constantly searching for new sites that contain explicit material. If you find
a site you feel is objectionable, please let us know via email at
sites@surfwatch.com

How did SurfWatch decide what to block?

Our goal is to block sexually explicit material, particularly pictures and explicit text.
With that in mind, we used a combination of proprietary software, together with
input from educators and parents to determine what we would block.

Is there some kind of security system to prevent SurfWatch from being disabled?

Yes. SurfWatch is anchored into various parts of the computer system, making it
very difficult to disable. If you think the security of your copy of SurfWatch may
have been compromised, please contact us at 415-948-9505.

Is a 403 or 404 message related to SurfwWatch?
No. These messages are Web server related messages.
What if | forget my password, or the one | remember no longer works?

Call technical support at SurfWatch (415-948-9505) or send email to
support@surfwatch.com.
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What if I lost my disk?
In this case, please contact SurfWatch about our replacement disk policy.
How did you find all the sites that are blocked?

We have a team of experienced surfers and many of the sites are reviewed by an
advisory panel of parents and educators.

Can | add and delete my own sites?

There will soon be a new program called the SurfWatch Manager which will allow
you to add and delete your own sites. At this time, we provide you with the sites
that are blocked.

Do | have to subscribe to the SurfWatch Maintenance Plan when | first install
SurfWatch?

No, you can subscribe at any time. However if you wait, your site database will
become out of date. If you want to subscribe, please call us at 1-800-458-6600 or
email us at subscription@surfwatch.com.

How do | know when to update the SurfWatch list of blocked sites?

If you have subscribed to the SurfWatch Maintenance Plan, SurfWatch will remind
you to update as soon as your filters are out of date.

How do | know if | have the most recent list of blocked sites?

You must subscribe to the SurfWatch Maintenance Plan to receive the periodic
updates to the list of sites that contain inappropriate material. If you have sub-
scribed to the Maintenance Plan you will be automatically reminded to update once
a month. This will ensure that you have the most recent list of blocked sites.

How do | proceed if | am having trouble with updates?

The updater may not be able to locate your WINSOCK.DLL. Try choosing
one from the list shown.

‘m SurfWatch Updater

SUR?QWATCH..

The SurPw atch Updater located multiple
versions of internel software on this computer
MWINSDCK.DLL). From the list below. choose
the directory where pou noimallp run intemet
applications:

C:AIAVWINSOCK
C:AMETMANAG - NetManage Chameleon
C:A\METSCAPE - Nelscae Navigator

0K a | Cancel §
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If this does not work correctly, you will see the message:

WINSOCK not loaded.

Click OK. You will then exit from the updater. The most reliable way to
complete the update process is to follow these steps:

A. Restart Windows

B. Connect to the Internet

C. Start your Browser and leave it running.

D. Continue from Step 9 of Installing SurfWatch on page 8.

TECHNICAL SUPPORT

We are very interested in hearing your input about SurfWatch. The best way to reach us
Is via email at one of the addresses listed below. Please be sure to have your serial
number ready when you contact us. You may also write us at:

SurfWatch Software, Inc.
175 South San Antonio Road, Suite 102
Los Altos, CA 94022

Technical Issues
Email at: bugs@surfwatch.com
Callus at: 1-415-948-9505

Site Questions
Emaill at: sites@surfwatch.com
Callus at: 1-415-948-9505

Please send us any sites you find that you think should be blocked, and any sites you
find that should be unblocked.

General Questions or comments
Emailat:  support@surfwatch.com
Callusat: 1-415-948-9505
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